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Data Highway: Knowledge Hosted Back-up Solutions

Our Powerful Online Backup Services can safeguard your valuable data. 
Data Highway is a dynamic and scalable off-site data replication service that 
provides organisations with the ability to replicate and store business critical 
data, safely and securely to one of Knowledge’s highly-available Data Centre 
facilities.

Powerful data compression technology allows large amounts of business data 
to be transferred at high speed over a variety of common communications links 
including ADSL, SDSL, Private, Ethernet & IP-VPN circuits.

Military strength (448-bit) data encryption provides over-the-wire data protection 
ensuring all business data is securely protected at all times during the electronic 
transfer process.

On receipt of your data, all information is permanently encrypted into your data silos 
using high security crypto keys. The crypto key is known only to your organisation 
and provides you with exceptional levels of data security and protection.

All Data Highway services are delivered to ISO 9001 Quality Management 
standards and our Data Centre services conform to the ISO 27001 Information 
Security standard. ITIL accredited service delivery managers complete the cycle 
of quality to ensure that the organisation receives a first class service delivered to 
International Standards.

Data Highway Services comes in three service packages: Business Standard, 
Business Premium, Business Enterprise.

Data Highway Services:-
MS File & Print Services•	
MS AD Directory Services•	
MS Exchange Email Services•	
MS SQL Database Services•	
Desktop Configurations•	
Desktop Applications•	
Many Other Leading Applications•	
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CUSTOMER PREMESIS KNOWLEDGE DATA CENTRE

Back-up Agents on each 
server send data to centralised 
backup servers. All data sent is 
compressed reducing bandwidth 
requirements

Data encrypted and 
stored with customer 
chosen encryption 
key

Back-up servers 
receive back-up 
data from customer 
servers

Data Highway – Business Standard
The Business Standard service utilises locally installed server agents which encrypt and 

send business data directly form the host server(s) to the Data Centre for archive.



Introducing Nexent
The Nexent Communications Technology Plat-

form (CTP) converges local, regional and na-

tional network infrastructures into one, single 

point of service which eliminates multiple ser-

vice provider costs, simplifies service delivery 

and reduces ongoing network management 

and support overheads. Nexent network ser-

vices are delivered to the highest industry stan-

dards, conforming to ISO9001, ISO27001 and 

ITIL based processes and are located in fault 

resilient data centres across the network. Qual-

ity comes as standard with the use of industry 

leading infrastructure equipment and multiple 

service providers for absolute communications 

resilience.
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Back-up Agents on each server 
send data to local back-up server.

Data encrypted 
and stored with 
customer chosen 
encryption key

Back-up 
servers receive 
back-up data 
from customer 
servers

Local back-up server allows 
for rapid server recovery

Local back-up server replicates locally stored 
back-up data to Knowledge back-up servers

CUSTOMER PREMISES KNOWLEDGE DATA CENTRE

Local back-up 
server replicates 
locally stored 
back-up data 
to Knowledge’s 
central back-up 
servers

SECOND DATA CENTRE

Back-up agents on each server 
send data to local back-up server

Back-up servers 
receive back-up 
data from cus-
tomer servers.

Data encrypted 
and stored with 
customer chosen 
encryption key

Back-up servers 
receive back-up 
data from cus-
tomer servers

Local back-up server allows for 
rapid server recovery
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Data Highway – Business Premium
The Business Premium service provides organisations with additional levels of data 

integrity and protection at the LAN level. The Business Premium service provides for a 

locally installed Data Achieve server, which acts as a centralised staging point for multi-

server backups and allows for the rapid recovery of data form localised server of data 

failures. 

Data Highway – Business Enterprise
The Business Enterprise service provides the same functionality as the Business Premium 

service but with the added functionality of SAN-to-SAN high availability data protection. 

Critical business data is replicated to two geographically independent SAN and Data 

Centre infrastructures to provide the ultimate in data protection solution.

See how Data Highway Back-up Services can benefit your organisation. 
Call Knowledge IT today on (0191) 417 0099.

About Knowledge I.T
Knowledge IT is a first-class provider of ICT solutions to organisations of all sizes. With over 20 years of experience 

in the industry, we succeed in providing an integrated and holistic approach to ICT service delivery. We can deliver IT 

infrastructure, data, voice, mobile and Internet communication services, as well as 24/7 technical support.  We partner 

with Best of Breed technology vendors only: industry leaders like Cisco Systems, Microsoft, VMware and EMC. Our focus 

on quality and best procedure guarantees the highest standards of service, from conceptualisation on the drawing board 

to realisation and implementation in the workplace.


